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(Security Operations Center: SOC)
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Web Application Hacking and Security
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Web Application Hacking and Security
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Introduction to Web Application

HTTP Security Headers

Introduction to Web Application Security
Penetration Testing Methodology

nwouunTusunsudiutSutlewwalasu
qQuas:uuu (System Administrator)
unnadouoi:s:uu (Penetration Tester)
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+  Penetration Testing Framework
+  Types of Web Penetration Testing
*  Web Application Penetration Testing Tools
*  Web Application Penetration Testing Checklist
*  Web Application Penetration Testing Certifications
* The Penetration Testing Process m
+  Web Application Proxies =
*  Using Hacking Tools
»  Open Web Application Security Project (OWASP)
« OWASPF TOP 10 2013: SQL Injection
+  OWASP TOP 10 2013: Broken Authentication and
Session Management
«  OWASP TOP 10 2013: Cross-site Scripting
«  OWASP TOP 10 2013 Security Misconfiguration
OWASP TOP 10 2017: XML External Entities (XXE)
- OWASP TOP 10 2017: Insecure Deserialization
+  OWASP TOP 10 2021 Insecure Design
« OWASPF TOP 10 2021 Software and Data Integrity
Failures
+  OWASP TOP 10 2021: Server-Side Request Forgery
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(IT Security Consultant)
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» Certified Ethical Hacker (CEH)
+ Certified Hacking Forensic Investigator (CHFI)
+ Certified Security Analyst (E|CSA)
+ IT Specialist Certification (ITS) Cyber Security
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Vulnerability Assessment and Penetration Testing
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(Business Continuity Management Standard)
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(Cyber Security Incident Management: CSM)
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